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1 Introduction

This document mainly introduces how to download firmware through QFlash, and how to capture logs
with CoolWatcher and ArmTracer for Quectel BC65 and BC92 modules.

BC65&BC92_Firmware_Download_and_Log_Capture_Application_Note 6/25



® NB-loT Module Series
Q‘indea Smcarte?\;,ﬁL BC65&BC92 Firmware Download and Log Capture Application Note

2 Software and Hardware Preparation

This chapter describes the required hardware and software environment before the tools are used for
firmware download and log capture.

“ NOTE |

Before starting the tools and connecting the module, please power on the module.

2.1. Hardware Preparation

® BC65 or BC92 modules
e PC
® USB cable

Power on the module and connect it to the PC with the USB cable.

2.2. Software Preparation

Before the firmware download and log capture, it is necessary to install the corresponding serial port
driver on the PC. Then, acquire the tools QFlash, CoolWatcher, and ArmTracer to be uncompressed and
saved to the root directory of local disk C.

“ NOTE |

To acquire QFlash, CoolWatcher and ArmTracer, please contact Quectel Technical Support.

BC65&BC92_Firmware_Download_and_Log_Capture_Application_Note 7125
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3 Firmware Download

The firmware of BC65 and BC92 can be downloaded into the modules through QFlash. This chapter
introduces the method to download firmware into modules.

3.1. Check the Serial Port

After powering on the module, open the Device Manager to view the debug port number of the current
device, which will be referred to during the setting of the corresponding serial port in QFlash, as shown
below.

v i Ports (COM & LPT) _
[@ USE Serial Port (Comag)| —===> BC92 main AT port

[§_USB Serial Port (COMAT) ——eumg. BC92 debuq port
& USB Serial Port (COMA4S) gp

§ USE Serial Port (COM43) » BC65 main AT port
§ XR21V1412 USB UART Ch A (COMA40)| P
8 XR21V1412 USB UART Ch B (COMAT)| —pp- BC65 debug port

Figure 1: The Current Serial Port Number of Devices
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3.2. Firmware Download with QFlash

3.2.1. Configure QFlash

Open QFlash, select the corresponding debug port number in the drop-down list of “COM Port”, and
select “921600” in “Baudrate” drop-down list, as shown below.

2 OFlash v4.12 - *
: Help
=
Upgrade FW
Config
COM Port: 47 ~
Load F\W Files
Baudrate: | 921800
Mame Location

Old path not exist please choose download firmware.

Start Stop

Ready CAP NUM SCRL

Figure 2: QFlash Configuration
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3.2.2. Select and Download Target Firmware

3.2.2.1. Select Target Firmware

Click the “Load FW Files” button in QFlash to pop up the firmware selecting window, and select the target
firmware file with suffix ./od to be downloaded. Then, click “Open” to complete target firmware selection,

as shown below.

€2 QFlash V4.12 — X
: Help
D
-]
Upgrade FW
Config
COM Port: | 47 A
Load F\W Files
Baudrate: | 921600
MName Location
Figure 3: Click "Load FW Files"
al €2 Open *
g
“ v <« RDABS09E » Main » MCU_ROIV3 » hex » BC92RB_Quectel_debug » BCS92RBROTAOZ v | O Search BC92RBROTADZ » D'
Organize = MNew folder =~ [ @
I This PC 2 Mame Date modified Type Size .
_J 3D Objects | D BC92RERD1A0Z.lod 12/7/2019 12:04 PM LOD File 13,762 KB b
I I Desktop U BCY92RBRO1ADZ_UPG.lod 12/7/2019 12:04 PM LOD File 13,602 KB
[ D bifota_BC%2RERD1ADZ flash.lod 12/7/2019 12:04 PM LOD File 61 KB

Documents
* Downloads
J’! Music

[&] Pictures

m Videos

‘i Local Disk (C)
- Software (D)
- Software (E:)
s software ()
| 2 CD Drive (G:)
= = quectel (W 192.1¢

= = auinten.sona MY

File name: | BC92RBROTADZ.Iod

v | [ FW Files (bt chgmmbnlod v |

Cancel

BC65&BC92_Firmware_Download_and_Log_Capture_Application_Note

Figure 4: Select Target Firmware
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3.2.2.2. Download Target Firmware

After the target firmware is selected and added, click the “Start” button to start downloading the firmware

to the module, as shown below.

0 OFlash_v4.12 — b4
: Help
o u
p<]
Upgrade FW
Config
COM Port: |47
Load FW Files
Baudrate: 921600
Name Location
[+ RamRun C:\Users\QVappData'Local \TempHZ D, 306. 260 3\HZ 5D, 306, 2604\QFlash_V4, 12\Release\ramrunthost_89..,
= Pw E:\sw3_quinten_01\ROA\RDASS0SEMainWMCU_RO1 V3thex\BCI2RE_Quectsl_release\BCI2REROLADZIBC. ..

TargetConnection Pass

Start

Figure 5: Download Firmware
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&2 OFlash_V4.12 - *
© Help
=
Upgrade FW
Config
COM Port: |47 (¥
Load FW Files
Baudrate: 921600
Name Location
RamRun Ci\Jsers\Q\appDataLocal\Temp\HZ D, 402, 1360\HZ 5D, 402, 1361\QFlash_V4, 12'\Releaseramrunthost_39..,
Fw E:lsw3_guinten_01\RDARDASI0IBWMainMCU_RO1_V3thex\BC92RE Quectsl debug\BCI2RE Quectel de... |
Firmware downloaded successfully
PASS 70s |
Start
Ready CAP| NUM SCRL

Figure 6: Firmware Downloaded Successfully

When “PASS” appears, the firmware is downloaded successfully, as shown in the above figure. At this
time, reboot the module and execute ATl command to query whether the current version is the

downloaded target firmware version.

“ NOTE |

For the detailed instruction about QFlash, please refer to Quectel_QFlash_User_Guide.
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3.3. Exceptions

If the firmware download fails, please troubleshoot following the aspects listed below:
1. Confirm whether the debug port is correctly selected:

® Four serial ports will appear for BC92, sorting by serial number. The first is the main UART port
and the second is the debug port.
® Two serial ports will appear for BC65, Ch A is the main AT port and Ch B is the debug port.

2. Confirm whether the baud rate is correctly selected. The baud rate of debug port is 921600bps.

3. If jumper wire outlet is needed for the device, please confirm whether the selected serial port
conversion chip supports the baud rate of 921600bps.

4. Check on the path of firmware. The firmware path cannot contain Chinese characters, and the path
structure should not be too complicated.

5. It is recommended to reboot the module and execute AT+QSCLK=0 to turn off deep sleep mode
before downloading because the module cannot download firmware in deep sleep mode.

BC65&BC92_Firmware_Download_and_Log_Capture_Application_Note 13/25
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4 Log Capture

This chapter mainly describes how to use CoolWatcher with and without ArmTracer to capture and view
the logs. CoolWatcher is used to capture raw log that has not been decoded. ArmTracer is a decoding tool
which can decode the log that is captured through CoolWatcher.

4.1. Enable Log Reporting

Generally speaking, the module reports event information without detailed log information, so, please
enable log reporting manually before log capturing.

AT command ATATRACECTRL is used to enable/disable log reporting, the command and response are
shown as below.

ATATRACECTRL=0 /[Disable log reporting.
OK
ATATRACECTRL=1 /[Enable log reporting.
OK

“ NOTE |

The above configuration is still valid after rebooting.

BC65&BC92_Firmware_Download_and_Log_Capture_Application_Note 14 /25
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4.2. Capture Log through CoolWatcher without ArmTracer

1. Open CoolWatcher, click “Plugins” - “Activate Tracer” in the menu bar to enter “Set Trace Levels”

window, as shown below.

€ CoolWatcher Developer with profile 8909 i m] X
1
File View Chip Flash Tracer Tools Help
th W W Activate BufferProfile
Main 5 Activate Flamulator & x| [Trace tool 5 %
. Activate Tracer :
Ruby Seip ST —
rDeTeTTET = Activate CalibrationTool . rPO"EHED \‘ | oy
D d e : B
e Activate RomBurn Index Received Level -
Detected &
Detected event: OxalalaZa3. 152 10:20:35.784 Detected event: exeeeeeefi
o e S O 153 10:00:36.066 Detected event: exeeeeeefe
Detected event: 0OxalalaZa3.
Detected event: 02880ed3as. 154 le:e@:36.082 Detected event: exeeeeeefi
Deracted svent: Uzausiacsd: 155 10:80:36.425 Detected event: exeseesefe
Detected event: 0x880ed3a5.
Datactad avenr: Gealaia?as. 156 12:080:36.787 Detected event: exeeeseefl
Detected event: Ox880ed3as. 157 10:00:37.146 Detected event: exeeeeeefe
H . (1] " H
Figure 7: Enter "Set Trace Levels" Window
% ” 4 -
2. Select “All” to enable the output for all log, as shown by the following figure.
Trace bﬁ‘l
ro-{mhom. |
Index Recelved @ Set Trace Levels 7 X
22409 10:03:15.609
22410 10:03:15.609 57 Al Save Trace
22411 10:03:15.609
22212 10:03:15.609 LIgin - Mtre
22413 10:03:15.609 Split Size m KB
22414 10:03:15.609 . - _
R P Directory |.5k'top\coo|watcher|og|
22416 10:03:15.609 o R0 -
it =
22417 10:03:15.609 (_an_) None) i s
22418 18:83:15.689 DB file name ‘l;’EgTracEDBflraceDb.yam”
et S [4] Auto reapply trace levels on reset
22420 18:83:15.689
e PrT— [ Save TimeStamp in Trc
(_an_) None) § :
22422 1@:83:15.689 'm [ None ) [~] Save ReceivedTime in Trc
5
22423 10:03:15.609 | .
1 (None) | it in flow ID 0x80
22424 10:03:15.609 ( )Y bione )
T R e ".ﬂ..m Receive Event
22426 10:03:15.609 .
(A hiene) (4 Save Peap
22427 10:03:15.609
22428 10:03:15.689
22429 10:03:15.609
22430 10:03:15.609
22431 10:03:15.609
22432 18:83:15.689
22433 18:83:15.825
22432 1@:83:15.825
22435 10:03:15.752 —
22436 10:03:15.752 Load 3 Cancel
22437 10:03:15.259
22438 10:03:16.016  exe1es TIMING(FRX_GLB_CNT,rTX_GLE_CNT,rTX_RF_DELAY): (@x1aabc,@x21abc,@x12¢f)

Figure 8: Enable All Log Outputs

BC65&BC92_Firmware_Download_and_Log_Capture_Application_Note
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3. Click “Start” button marked in the figure below to receive log.
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For other operations such as clearing, saving and keyword filtering, please refer to the following figure

also.

& X Trace tool -]
- PEFEmsEs == L
Start < x Received Level Description ~
23854 he:es:13.999 /1 DM_SendFiMessage()\n Filter Keywords
Stop « ho:es:13.999 P pm: Remind Bcs=e, Bcl-g4¥, batstate-e, stable volt-3s13mv
23852 ho:es:13.359  ATEN/T AT get event: €x000007
Clean < 23853 ho:es:13.99  avew/1 -->EV_PM_BC_IND  \n
Configure Filter ::: i::i:: ATENZ :;::4:2 :iexe] nuTIfe] nypelexe] nFlag(229]\n
184113 _PM_BC_] come\n
Apply Filt 23855 ho:es:14.106 1 nBatteryChargeState = @,nBatteryChargeLevel = 64,nBatteryState = @,nBatteryVoltage = 3813
PRIy it 23857 10:04:14.268 exades TIMING(rRX_GLB_CNT,rTX_GLB_CNT,rTX_RF_DELAY): (ex1aabc,@x21abc, @x12fF)
23858 10:04: ex2ees TIMING(rRX_GLB_CNT,rTX_GLB_CNT,rTX_RF_DELAY): (ex1aabc,ex21abc,@x12ff)
23859 10:04: exafes TIMING(rRX_GLB_CNT, FTX_GLB_CNT,rTX_RF_DELAY): (@x1aabc,8x21abc, Bx12¢F)
23360 10:04; ex3ee2 << Invelid TOB ID: flowid=ex96 sid: @x1€0e7ebe»>
23861 10:04:14.639  ex30e8 TIMING(rRX_GLB_CNT,rTX_GLB_CNT,rTX_RF_DELAY): (ex1aabc,@x21abc,@x12ff)
23862 10:04:14.767 63809 DL: L1TF_RS_SF_CFG(768,5), cur @x3df, next exidf
23863 10:04:16.906  ex31es TIMING(rRX_GLB_CNT, rTX_GLB_CNT,rTX_RF_DELAY): (ex1aabc,@x21abc, ex12f)
23864 10:e4:15.061  ex32e8 TIMING(rRX_GLB_CNT, "TX_GLB_CNT,PTX_RF_DELAY): (ex1aabc,@x21abc,@x12ff)
23865 10:84:15.218  @x3388 TIMING(FRX_GLB_CNT, FTX_GLE_CNT, FTX_RF_DELAY) : (ex1aabc,@x21abc, 8x12¢f)
23365 10:64:15.3%8  @x3488 TIMING(rRX_GLB_CNT, rTX_GLB_CNT,rTX_RF_DELAY): (@x1aabc,@x21abc,@x12Ff) v
) . < >
Filter Window Index Level Description A
22981 2 B ex15e9 UESTATS througput(bps): rlc_ul @ rlc_dl @ mac_ul e mac_dl e
23024 10:03:41.607  @x2189 UESTATS througput(bps): rlc_ul 8 rlc_dl @ mac_ul @ mac_dl @
23894 10:03:43.613 ex2e10 UESTATS througput(bps): rlc_ul @ rlc dle macul e wmacdle
23137 10:03:45.609  @x3a%0 UESTATS througput(bps): rlc ul @ rlc dl @ macul e macdl e
23189 10:03:47.688  Ox0710 UESTATS througput(bps): rlc_ul 8 rlc_dl @ mac_ul @ mac_dl @
23232 10:03:49.608 ex1390 UESTATS througput(bps): rlc_ul @ rlc dle mecul e wmacdle
23284 10:03:51.607  @x2011 UESTATS througput(bps): rlc_ul @ rlc dl @ macul e mac_dl e
23326 10:03:53.608  Ox2c91 UESTATS througput(bps): rlc_ul 8 rlc_dl @ mac_ul @ mac_dl @
23378 10:€3:55.689  ex3as1l UESTATS througput(bps): ric_ul @ rlcdl @ mac_ul e mac_dl e
23821 10:€3:57.609  e@xessl UESTATS througput(bps): ric_ul @ rlcdl @ macul e mac_dl e
23473 10:03:59.616  @x1212 UESTATS througput(bps): rlc_ul @ rlc_dl @ mac_ul @ mac_dl @
23515 18:84:01.618  @x1es2 UESTATS througput(bps): rlc ul @ rlc dl @ mac_ul @ mac_dl @
23567 10:04:03.608  ex2b12 UESTATS througput(bps): rlc ul @ rlcdle macul e mac_dl e
23609 10:04:05.609  @x3792 UESTATS througput(bps): rlc_ul @ rlc_dl @ mac_ul @ mac_dl @
23662 10:04:07.618  @xesl2 UESTATS througput(bps): rlc_ul @ rlc_dl @ mac_ul @ mac_dl @
23785 10:04:09.610  ex1e93 UESTATS througput(bps): ric_ul @ rlcdle mac_ul e mac_dl e
23756 10:04:11.618  ex1d13 UESTATS througput(bps): rlc_ul @ rlc_dl @ mac_ul e mac_dl e
23818 10:84:13.611  @x2993 UESTATS througput(bps): rlc ul @ rlc_dl @ mac_ul @ mac_dl @ v
v < >

BC65&BC92_Firmware_Download_and_Log_Capture_Application_Note
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4. According to the size limitation configured by CoolWatcher, the log will be automatically divided into
multiple segments and saved in the folder logs under the root directory of the tool.

[ Auto Save Trace
[]Bin [ trc
split Size [10000 ] ke

Directory ’sk‘top\coolwatcherlog'

DB file name }/2gTraceDB/traceDb.yam|I

I

Row Limit |sooooo

] Auto reapply trace levels on reset
[] Save TimeStamp in Trc

Save ReceivedTime in Trc

[] Tick in flow ID 0x80

[] Receive Event

[V] Save Pcap

All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None
All None

BC65&BC92_Firmware_Download_and_Log_Capture_Application_Note

Automatically saved
split size

This folder is in the
tool installation
directory

.| Save the
| Wireshark file

Figure 10: Log Segmentation and Saving
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4.3. Capture Log through CoolWatcher with ArmTracer

4.3.1. Brief Introduction on ArmTracer

ArmTracer is a decoding tool which can decode the log that is captured by CoolWatcher. Thus, ArmTracer
has to be used together with CoolWatcher. The log captured with ArmTracer is already decoded, so, the
configuration information can be viewed just by clicking the log.

ARM - [Lay3 Message]
File(F) Setting(S) Trace(T) View(V) Tools Window(W) Help(H)

- & @' @ §E =l “ @ W Log @@ Al Searct - & ¢ H @ HeadlDVOxBBBﬂv Y_l,'l 2] SFT[] Device Detect

Parse Detail All IPC ESC Lay3

\Parse Window v Q3 x‘ Sim_Type | Sn | Fn_wedma | Fn_gsm I Fn_lte ‘ Content | TimeStamp {

(- LTE Lay3 Message Parse Siml 0x18b8 Ox1c15b 00 0x22cb & MasterInformationBlock—NB 29 08:56:00. 601
i A T sial 0x1900 Ox1c5eb 0x0 0x2312 ¥ systenInfornationBlockTypel-NB 29 08:66:00. 673
T velue TL-CCCK-MessagetB <= Sint 0x193d Oxle7b7 020 0x232¢ ¥ SIB2-¥B 29 08:66:00. 701
Gineags  col ¥ iE Eoras S eEeeTa 2 Siml 021940 OxleTba 0x0 0x232¢ & SIB3-¥B 29 08:66:00. 701
rro-TransastionIdentifier (1> Siml 0x19fe Ox10871 0x0 0x2339 T ENM_ATTACH_REQUEST 29 08:66:00. 712
SieriticalBxtensions  <el : rrcConnectionSetupr13 : > Simt 0x19£F 0x1c871 0x0 0x2339 T ESH_PDN_CONNECTIVITY_REQUEST 29 08:66:00. 712

=) radi oResour ceConfigledicatedr13 Siml Oxlald Ox1c892 0x0 0x233b 1 ryoConnestiorRequect—NB

fearetold s diantoris Simt 0x1b56 0x1£315 & rrcConnectionSetup=HB Signaling
B List Siml 0x1b85 0x1£973 020 0x2637 ¥ rrcConnectiondetuptonplete D 79 08,56,

= rleConfigrl3 CexplicitValue @ am @ >

)l ARLC—r13 Siml 0x1c59 0x20317 0x0 0x26ce & dlInformationTransfer—NE 29 08:56:
T i t-PollRetransmit—=13 <ns10000> Siml Ox1c67 0x2032d 0x0 0x26cf  { ENM_AUTHENTICATION_REQUEST 29 08:56:
maxRetxThresholdr13  <t32> Siml 0x1408 0x20£72 0x0 0x278f T ENM_AVTHENTICATION_RESPONSE 29 08:56:
. dl-NERLE—13 Siml 0x1d13 0x20£84 0x0 0x2790 t wlTnformationTransfer—NB 29 08:56:
(= LogicalChannelConfigr13  CexplicitValue : >/|siml 0x1e30 0x220c4 0x0 0x9d 4 OinformationTransfer—HB 29 08:56:
~priorityrld 1> Siml 0x1:59 0x22102 0:0 Oxal 4 EMM_SECURITY_MODE_COMMAND 29 08:56:
- N:1"£€“°‘11%}"““:15TP”,“*“;:1’“"§ ?“’55) Siml Oxle6d 0x22112 0x0 Oxa2 + EI_SECURTTY_MODE_CCMPLETE 29 08:56:02.97
& Re ulzlSC)(zSn:\grg—rlﬁ sxplicrtfetnazld, ¢ Simt 0x1e84 0x22133 0x0 Oxad * WlTnformationTransfer—1B 29 05:56:02.99
retwBSETiner—13  <ppl6> Siml 0x1£49 0x2370d 0x0 0x205 4 dInformationTransfer—iB 29 08:56:02. 452
timeAli snentTimerDedicated—r13  Cinfinityd Siml 0x1£bE 0x237ed 00 02207 4 ESM_INFORMATION_REQUEST 29 08:56:02. 454
=) physicalConfigledicated—13 Siml 0x1£e6 0x23818 0x0 0x20a 1 ESH_TNFORMATION_RESPONSE 28 08:56:02. 457
=) npdech—Confi gledicatedr13 Siml Ox1ffe 0x2383d 0x0 0x20¢ T ulInformationTransfer—NE 29 08:56:02, 459
rpdochNunRepetitions>13 &8 Decoded Jignaling oterer fnzeoeT 0x0 02412 4 dlInformationTransfer—iB 29 08:56:02. 977
- :ﬁiiiﬁﬁ}iﬁfﬁiﬁ? <::\E;i o Siml 0x2140 0x25998 0x0 0x415 & ENM_ATTACK_ACCEPT 29 08:56:02. 980
& npusoh-Conti Dadi aatedr13 Siml 0x2141 0x25992 0x0 0x415  ESM_ACTIVATE_DEFAULT_EPS_BEARER C... 29 08;56:02. 980
ack-TACK-NunRepetitions—rld  <r2> Siml 0x21b3 0x259fa 0x0 Ox41b + EMN_ATTACH_COMPLETE 29 08:56:02. 986
npusch-Al1Symbols—13  <TRUE> Siml 0x21b4 0x255£b 00 Ox41b + ESM_ACTIVATE_DEFAULT_EPS_BEARER C... 29 08:56:02. 986
groupHoppinglisabledr13  (true> Siml 0x21cb 0x25222 0:0 Oxdle T ulTnformationTransfer—HB 29 08:56:02. 988
= uplinkFowerControlDedicated—r13 Siml 0x230b 0x25£7b 0x0 0x471 4 dInformationTransfer—NB 29 08:56:03. 72
pOFUENRISCR=>1S X0 Siml 0x2321 0x25£a3 00 0x474 4 B_INFORMATION 29 08:56:03. 74
Siml 0x25ee Ox2cfTo 0x0 Oxbd7 1 ESH_DATA_TRANSPORT_UL 29 08:56:04. 822
Siml 0x2603 Ox2cfab 0x0 Oxbda 1 wlInformationTransfer—NB 29 08:56:04. 825
Simi 0x2760 0x2£510 0x0 Oxdel 4 ATnformationTransfer—NB 29 08:56:05. 456
Siml 0x2774 0x2£83b 00 Oxdod 4 ESH_DATA_TRANSPORT DL 29 08:56:05. 459
Siml 0x27d7 0x2£a00 0x0 Oxded 4 QInformationTransfer-NB 29 08:66:05. 486
Siml 0x27¢b 0x2£28 0x0 Oxde2 4 ESM_DATA_TRANSPORT_DL 29 08:56:05. 489
Siml 0x2894 0x30483 0x0 OxeB4 1 ESH_DATA_TRANSPORT_UL 29 08:56:05. 651
Siml 0x2847 0x304c8 0x0 OxeBS * ulInformationTransfer—NB 28 08:56:05. 655
Siml 0x3bf2 0x832ac 0x0 0x£75 4 rrcConnectionReleaseNB 29 08:56:26.372

Figure 11: View the Decoded Log Information
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4.3.2. Configure ArmTracer

1. After opening and configuring CoolWatcher, keep CoolWatcher opened. Then, run ArmTracer and
click the button marked with the red frame in the figure below to select and set “CoolHost”.

File(F) Setting(5) Trace(T) View(V) Tools Window(W) Help(H)

vlﬁ@ﬂ.'éfh v ow @ Log

Communications Mode

Ill_

)

IF=1

C
CoolHost Il Sn | Fo_wodma | Fo_zze |Fn_lte | OF_TYFE
F

HY

£ >

Fositioning: (sl (O (e Oz

Figure 12: Configure ArmTracer
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2. Click the button marked with the red frame in the following figure to pop up the “communications
parameters for CoolHost” window and select the corresponding debug port number for "CoolHost
Port", as shown in the figure below.

ARN - ArmTracer - Arm Tracer Tool V5.9.6 { 2019.01.30)
File(F) Setting(S) Trace(T) View(V) Tools Window(W) Help(H)

(8- BRE[=]> = « 8 @ g ZREEATSrN [ & 2 B H

Farse Detail 411

[Parse window v o x|
..... MEAS_EESULT_IHD

communications parameters for CoolHost

CoolHost Port:

Local IP:

Local Port:

Figure 13: Select Debug Port

3. Click the button marked with red frame in the figure below to pop up the “log setting” window where
log storage path can be selected and log file name can be customized. After the setting is finished,
click "OK" to capture log.

RN _ ArmTracer - Arm Tracer Tool V5.9.6 ( 2019.01.30)
File(F) Setting(S) Trace(T) View(V) Tools Window(W) Help(H)
8- DA [-]r v 8 @ uEREAT S 8 7 [ resaios

Parse Detail All

Parse Window v

File Info
Saved Path: IIDZ\LGB\ I:]

Filename: | e Name of the log file l

Wote: (year-month—day—hour-minute—zecond) will be added in the logfile end)

Extended name: |tra "I

capture Data [Jstart capture data function Click OK to start

| Reconvert default [

Figure 14: Save the Log with ArmTracer
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4.3.3. View Logs

4.3.3.1. View the Log of Network Attaching Test

ArmTracer is mainly used to view the log of the signaling on Layer 3. As shown in the following figure,
after the first and second log marked with red frame referring to the system messages (MIB and SIB), the
logs reported during network attaching, data transmission and reception can be viewed.

arn All Message

SimTypel Sn I Fn_wecdna ] Fn_gze | Fn_lte | OF_TYFE I Content I Time I

Siml Ox1449 0x2bbeS 0x0 Oxbe6 LTE_NL3 4 MasterInformationBlock-NB 27 09:36:38. 126

Siml Ox1464 0x2bde? 030 Oxc06 LTE_HL3 & systenInformationBlockTypel—NB 27 09:36:33. 165

Siml 0x1878 0x34931 030 0x1488 LTE_HL3 & sIB?-¥B 27 09:36:40. 336

Siml 0x187a 0x34933 0:0 0x1488 LTE_NL3 4 s1B3-4B 27 09:36:40.336

Sinl | D0zlB70 0x34934  0x0 0x1488 LTE_KL3 1 sTE5-¥9B 27 09:36:40.336  Initiate a network
Siml 0x1916 Ox34al4 0x0 0x1496 LTE_NL3 EMM_ATTACH REQUEST —SET attach request
Siml 0x1917 Ox34ald 030 0x1496 LTE_HL3 ESM FDN CORNWECTIVITY REQUEST 27 09:36:40.350

Sl:ml 0x192¢c Ox34adl 030 0:x1499 LTE_HL3 1t :rrcConnect% onRequest—NB 7 09:36:40. 353 RRC establishes a
Siml Oxladd 0x36e9d 00 Ox16d1 LTE_HL3 4 rreConnecti onSetup—HB =~ 3

Siml  OxlaBe 0x36ef8  0x0 0x16d6 LTE N3 | * rroConnectionSetupConplete-NB |7 09:36:4p. 926 CcONNection

Siml Ox1baf 0x3Thea 0x0 0x17al LTE_HL3 d1InformationTransfer—NB 27 09:36:41.128

Siml Ox1bE6d 0x37c03 00 0x17a2 LTE_HL3 4 EMW_AUTHERTICATION_REQUEST [27 09:36:41.130 g 3

Siml  Oxlede 0x3943d  0x0 Ox191d ITE WL | * mOX ATHENTICATION Resowse T osmearsms” A uthentication
Siml Ox1c58 0:x39450 0:0 0x191e LTE_HL3 T ullnformationlranster NG 7 09:36:41.510

Siml Ox1db8 0x3c2a3 0x0 Ox1bf2 LTE_NL3 & ATnformationTransfer—NB 27 09:36:42. 233

Siml Ox1dde 0x3c2de 0:0 0x1bf5 LTE_HL3 EMM_SECURITY_MODE_COMMAND P7 09:36:42. 237 ;

Siml  Ox1df1 0x3:265  Dx0 Oxibf? LTE NI | * Bt securrTY monE cowplete  [p7 o9 38 4z zas” CNCryption

Siml Ox1e08 0x3c3la 030 Ox1bf9 LTE_NL3 T ulinformationlranster—HE 27 09:36:42. 241

Siml Ox1ef0 0x3c9e5 00 Ox1¢63 LTE_HL3 4 AInformationTransfer—NB 27 09:36:42. 347

Siml Ox1f06 Ox3ecalb 00 Ox1¢65 LTE_HL3 4 ESM_INFOEMATION_REQUEST 27 09:36:42.349

Siml 0x1£2¢ 0x3ca38 0:x0 Ox1¢68 LTE_NL3 1 ESM_IRFORMATION_RESPONSE 27 09:36:42. 352

Siml Ox1£43 0x3cabT 0x0 Oxle6b LTE_NL3 t ulTnformationTransfer—NE 27 09:36:42. 355

Siml 0x22b5 Oxd44b43 030 0x2448 LTE_HL3 & ATnformationTransfer—NB 27 09:36:44. 365

Siml 0x22ca 0x44b88 00 0x244d4 LTE_HL3 EMM_ATTACH_ACCEPT 09:36:44. 372

Siml 0x22ch Ox44b83 020 0x244d LTE_NL3 4 ESM_ACTIVATE_DEFAULT_EFS_EE. . . 2—59= Network attached
Siml  0x2339  Ox44bf5  0x0 0x2453 LTE_HL3 | T ENDN_ATTACH_COMPLETE 09: successfully

Siml 0x233a Ox44bf5 00 0x2453 LTE_HL3 SH_ALC TE | o] A 09:36:44.379

Siml 0x2353 OxddeZl [} 0x2456 LTE_HL3 t ulTnformationTransfer—NE 27 09:36:44. 352

Siml 0x2523 0x451d9 030 0x24af LTE_HL3 4 AInformationTransfer—NB 27 09:36:44.471

Siml 022539 045200 00 0x24b2 LTE_NL3 4 EMM_INFORMATION 27 09:36:44.474

Siml Ox3add 0x9ef£d5 0x0 0x474 LTE_HL3 & yreConnectionRelease—HB 27 09:37:06. 940

Siml Ox3cee Oxa3157 030 0x373 LTE_HL3 & MasterInformationBlock—HB 27 09:37:07.963

Siml 029049 0x21afa3 0:0 0x5e2 LTE_HL3 & MasterInformationBlock—HB 27 09:35:41.827

Siml 0x90e6 0x21b3aa 00 Oxé8e LTE_HL3 4 systemInformationBlockTypel=-NB 27 09:35:42.0

Siml 0x94b1 0x229608 00 Ox146f LTE_NL3 4 sIBZ-¥WB 27 09:35:45.637

Siml 0x94b3 0x22960a  0x0 0x145f LTE_HL3 & sIB3-WB 27 09:38:45.537

Siml 019324 0x81fa22 0:0 Oxledb LTE_NL3 1 EMM_DETACH_REQUEST_UL 27 09:45:07.101

Siml 0x1933¢ 0x81£a53 () Oxlede LTE_NL3 t rroCormecti onRequest—NE 27 09:45:07.104

Siml 0x19461 0x82196b  0x0 0x20c4 LTE_HL3 & rrcConnectionSetup—HB 27 09:45:07.589

Siml Dx1948h 0x8219¢6  0x0 0x2003 LTE_HL3 L rroConnectionSetupConpleteHB 27 09:45:07.595 RRC connection release
Siml 0x195¢d 0x827¢96  0x0 0x26d1 LTE HL3 | ¥ rrcConnecti onRelease—HB |pro946-09-138» without data transmission

and reception

Figure 15: View the Log with ArmTracer
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4.4. Exceptions

4.41. Capture Log When the Module is Rebooted

When the module is rebooted, please follow the steps below to capture logs:

1. Execute ATAFORCENOWDT=1 command to debug.

NOTE

NB-loT Module Series

BC65&BC92 Firmware Download and Log Capture Application Note

The above configuration is invalid after rebooting.

2. If the information exhibited in the following figure appears in ArmTracer, the module has been
rebooted. At this time, input elfdump "xxx.elf" in QCOM to export the dump information. Several
progress bars will appear on the right side of "Command" in turn. The dump information will be

exported successfully until all the process bars are finished.

@ CoolWatcher Developer with profile 8309 - O X
a . \ .
File View Plugins Chip Flash Tracer Tools Help
NEROREE "B U e
- E
Main & X Trace tool & xXF
Ruby Script i i
u }'h uPu uhf_?fen‘e‘ral | De‘s_c HW Lib SW Lib r B8 E . [=] a I:Ig
Detected event: 0x000013c0. 2 R
- 3 Index Received M
Detected HCPU in the G0B loop (0x5db000030), connect GDB debugger for more 24722 15:28:48,.353 L15 @
info.
Detected BCPU in the GDBE loop (0xSdbl0000), connect GDBE debugger for more 24723 16:28:48.388 Lis @
info. 24724 15:28:48.368 L1s @
7 elfdump "BLSIRE.elit 24725 16:28:48.368 L1s5 @
building elf for 8305...
Reading SYS DEC @0x1a00000... 24728 1B8:28:48. 368 L1s @
done 24727 16:28:48.39¢6 L1s @
Reading 0UDL_SRAM @0xla38000...
Al gone - Dump occurs 24728 15:28:48.396  L15 €
Reading USBC @0x1a40000... 24729 16:28:48.396 L1s @
7| done 24738 16:28:48.480 L1s @
_|| Reading VOC @0xlaB0000. .. reEe A
= | done 24731 16:28:48.488 L1s @
Reading BE APE @0x1300000... 24732 16:25:48.488 L15 @
done
Reading CIPHER A53 @0x1320000... 24733 16:28:48.488 L1s @
done 24734 16:28:48.416 L15 @
Reading pulp irg @80x25000. ..
done 24735 16:28:48.416 L1s @
Reading pulp slp @0x2c000... 24736 16:28:48.416 L15 @
done I
Deading BF DAM @O0 .. 24737 15:28:48.432 L1s @
done 24738 15:28:48.432
Reading RE_Dig 0x30000. . Export dump information 24738 16:28:48.432
one
Reading AUD IFC AIF CODEC @0x158 24748 16:28:48.533 L15 &y
done < >
Beading internal sram @i nan b
Command / & X
elfdump "BC92RE.elf" 8% (dumping)

Figure 16: Export Dump Information When the Module is Rebooted
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NOTE

In the command elfdump "xxx.elf", xxx refers to the file name which is customizable by users. For
instance, elfdump "BC92RB.elf" in the above figure.

3. The following figure exhibits the response when the dump is exported successfully. The file with dump
information will be saved in the root directory of CoolWatcher. Users can sort the files in root directory
according to modification date and copy all latest files to another folder for later analysis.

e amrggea s e s e
> glfdump "BC2EBEADZ.elf" } » Program Files » coohools

building elf for BS0S. .. 1638 o Sort by date

Reading SYS DEC @0xla00000... 1639 = ) -l -

Read ot ¥ | = | #E Copy-dll the

:ead.mg GOUDA_SRAM @0x1a38000. .. e + .i BC2SBSADZ.slf 201 7:48 erx |atest filoge
one ] bepu_rom.bin BIN 34 128 KB

Reading USBC @0x1lad40000... 1642 + -

done || internal_rem.bin 40 KB

Reading VOC @0x1a80000. .. 1643 * | external_sram.bin 4,096 KB

done 1644 + TH— -

Reading BB APB @0x1500000... L Mail Boxbin 2

done 145 ] NB_ram.kin 64 KB

Reading CIPHER_AS3 B0x1520000... 1646 | ] bb_sram.bin 128 KB

done ™ . . 5

Reading pulp_irg @0x28000... 1647 IE] internal srambin e

dome 1648 [ AUD_IFC_AIF CODEC bin 12 KB

Reading pulp_slp 80x3c000... 1649 [] RF_Dig.bin 52 KB

done Y . .

Reading RE_RAM @0x0... €58 = RE_RAM.bin ke

done 1851 |1 BB_APB.bin 108 KB

Reading REF_Dig @0x30000... | i 4 KB
P g =0ig o 1e82 L JCIPHE‘ R_h?3.b|n <?
Reading AUD IFC AIF CODEC @0xl920000... 1653 L pulp frg.bin T
done 1654 || pulp_slp.bin 1 KB
Reading internal sram @0xlc00000. .. ] VOC bin 256 KB
done 1655 ™ .

Reading bb sram @0x1d00000... 1656 = GOLDA_SRAM.bin

done L] 5¥5_DEC.bin

Reading NB ram @0x1d80000... 1657 | | USBC.bin

done 1658

Reading Mail Box @0x1b000OO.. . ’E‘ coolatexe

dome 1659 & coolprofile.sxe

Beading external sram 80x22000000... 1668

done

Reading internal rom @0x81e00000... 1eeL

dcne 1662

Reading bepu rom @0x81eB0000.. . 1663

done Export completed

Zkip reading £lash ’ 1664

|auna.1.ng BC2SBSA03.elf. .. | 1665

d — Py ————— e— TRRR

Figure 17: Dump Information Exporting Successfully

4. Then, the Heap Report file needs to be exported synchronously to assist the analysis of problems.
The specific exporting steps are illustrated by the following figures.

@ CoolWatcher Developer with profile 8909

Tools

GDB Launcher
Load ELF File

1

File Chip Flash Tracer
h O RS

Main 2

View Plugins Help

SX Heap Report

Ruby Script =~ General Desc HW Lib =]
l -
Detected event: OxadalaZas. Elf Data Check .
Detected event: 0x880ed3as. Register Viewer Received Level
Detected event: Oxalala2Za3. -
Detected event: 0Ox880ed3as. 33314 19:e8:47.641 exlas4
Detected event: 0OxalalaZa3. 33315 10:02:47.641 oxlass
Figure 18: Export Heap Report Files (Step 1)
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[[2eacing cremes ass somisfldone
& S <€ « 4 ||« hex » BC32RA Quectel debug »|BC92RBRO1AO3 » dbg v 0| | ®Edbg
3 E-Eaig R
ELF File \ | R
| B e — 5° 4 e sz o
Report File \ ” - . 3 " Select the elf file in the current f|rrn¢ware
B - EDED BC92RBRO1AD3.el 2019/10/29 13:27  ELF 3z 32,264 KB
lgnore Unused (] choose a storage location @™ g5 . _ o -
‘ ik || bepu_BCI2RBROTAOS.bepu.elf 2019/10/29 13:27  ELF 3% 1,554 KB
= B8R D blfota BCO2RBRO1AD3.elf 2019/10/29 13:27  ELF 3% 132 KB
6 _Start N
O
¥+ F=
Reading NE ram E0x1d20000| done - hE=
done Reading NB ram @0x1d20000
Reading Mail Box @0x1b000|done W =E
done Reading Mail Box @0x1b00000. - .
Reading external sram @03 done i IR (C)
done Reading exteznal szam 80282000000 .. '
Reading internal rom @0x|done - FEIE (D)
done Reading inteznal rom @0x81e00000. .. S (E9)
Reading bopu rom @0x8led(|done
dene Reading bepu rom @0x81e30000. .. - T (F)
Skip reading flash done a '
puilding BCSZRE.elf... || Skip reading flash = CD 3 (@)
dons building BCS2RE.elf... = kel 110D

Figure 19: Export Heap Report Files (Step 2)
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5 Appendix A References

Table 1: Related Documents

SN Document Name Remark

[1 Quectel_QFlash_User_Guide The user guide for QFlash

Table 2: Terms and Abbreviations

Abbreviation Description

MIB Management Information Base
PC Personal Computer

SIB Service Implementation Bean
uSB Universal Serial Bus
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